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Abstract. The abstractionsand protocolmechanismshatform the basisfor interagentcommunicationgan
significantlyimpactthe overall designandeffectivenessf Mobile Agent systemsWe presenthe designand
performanceanalysisof a reliable communicatiormechanisnfor Mobile Agent systemsOur protocolsare
presentedn the context of a Mobile Agentsystemcalled AGNI *. We have developedAGNI communication
mechanismghat offer reliable peerto-peercommunicationsand that are integratedwith our agentlocation
trackinginfrastructureto enableefficient, failure-resistanhetworking amonghighly mobile systemsWe have

analyzedthe designparametersf our protocolsusinganin-situ simulationapproachwith validationthrough
measurementf our prototypeimplementatiorin real distributedsystemsOur systemassumptionsiresimple
andgenerakenoughto male our resultsapplicableto otherAgentsystemghatmay adoptour protocolsand/or
designprinciples.?

1 Intr oduction

Mobile Agentsarea corvenientand powerful paradigmfor structuringdistributed systemsUsing the Agent
paradigmwork canbe assignedo sequentialevent-driven tasksthatcooperatavith eachotherto solve a dis-
tributedproblem.In suchsystemsAgentsroamthe network accessinglistributedinformationandresources
while solvingpiecesof theproblem.During the courseof thesecomputationdobile Agentsneedto communi-
cateamongthemselesto exchangestateandstatusinformation,controlanddirectfuture behaior, andreport
results.

Theabstractionsndprotocolmechanismshatform the basisfor interagentcommunicationgansignificantly
impactthe overall designand effectivenessof Mobile Agent systemsNumerousapproacheso inter-Agent
communicationsare possibleincluding RPC and mailboxes[3]. In this work we presenta simple, ordered,
reliable,one-way messag@rotocolon top of which otherabstractionganeasilybe built.
Reliable,orderedone-way communicatiormechanismgreatly simplify the constructionof mostdistributed
applicationsIn traditionaldistributedapplicationsTCP [15] pravidessuchservicesThroughdecadesf expe-
rienceandre-engineering] CP hasevolvedinto a protocolthatis highly effective at providing reliableend-to-
enddatadelivery over the conditionsfoundin todays Internet(e.g.,link failures,variablelatenciescongestion
loss).

In this paper we examinehow to build a TCP-like reliablecommunicatiormechanisnfor Mobile Agentsys-
tems.Thefirst questionto beaddresseds "Why we don't usethe existing TCP?"We arguethatMobile Agent
systemsimposenenv communicationrequirementsand problemsthat are not adequatelyaddressedy con-
ventional TCR, nor its potentialminor variants.In particular we areconcernedvith building failure resistant,
rapidly re-configurablaistributed systemsWe view thesesystempropertiesasa primary motivation for dy-
namicAgentcreationandmobility mechanismsandasposingsignificantrequirement®ninterrAgentcommu-
nicationsmechanismsAs such,we requirethatAgentsystemseableto (1) detectandrecover from failuresin
the end-to-endransportmechanisnand(2) accommodatefficient communicatioramongmobile end-points.
Neitherof thesecapabilitiescanbe provided usingstandardrCP

In the remainderof this paperwe presenthe designand performanceanalysisof a reliable communication
mechanisnfor Mobile AgentsystemsQur protocolis presentedh thecontet of aMobile Agentsystencalled
AGNI, whosegeneraldesignandcapabilitieshave beendescribedearlier [13]. Our communicatiormechanism

! AGNI standsgfor AgentsatNIST andis alsoSanskritfor fire.

2 Thiswork wassupportedn partby DARPA underthe Autonomous\egotiation Teams(ANTS) program(AO # 99-H412/00).
The work describedn this paperis a researchprojectandnot an official US. Governmentendorsementf ary productor
protocol.



offersreliable peerto-peercommunicationshatareintegratedwith our Agentlocationtrackinginfrastructure
to enableefficient, failure-resistanhetworking amonghighly mobile systemsOur systemassumptionsare
simpleandgeneralenoughto make our resultsapplicableto otherAgentsystemshat may adoptour protocol
and designprinciples.We have analyzedthe designparameter®f our protocolsusing an in-situ simulation
approachwith validationthroughmeasuremenf our prototypeimplementatioroperatingin real distributed
systems.

Therestof this papelis organizedasfollows. Section2 presentanoverview of our systendesignanddescribes
a sliding window protocolfor mobile end-pointsthatis the focus of this paper In Section3, we presentour
systemsimulationdesignand presentevidencethat it approximateghe real systemperformanceSection4
presentsesultsthatshav theimportanceof efficient locationtrackingandmessagduffering asthey relateto
the efficiency of the protocol.Section5 presentgelatedwork andfinally we concludewith a summaryof our
findingsin Section6.

2 Mobile Streamsand AGNI

We bagin by providing anoverview of our systemmodel. The specificsof this modelarepertinentto our AGNI
Mobile Agentsystem;however, themodelis generakenoughto fit several existing Mobile AgentsystemsThe
basicabstractionsgonstructandcomponent®f our systemaresummarizedn thefollowing paragraphs.

A Mobile Stream(MStrean) is a namedcommunicatiorend-pointin a distributed systemthat canbe moved
from machineto machinewhile adistributedcomputatioris in progressandwhile maintainingasenderdefined
orderingguarante®f messageonsumptiorwith respecto the orderin which messagearesentto it.

An MStreamhasa globally uniquename We referto ary processothatsupportsan MStreamexecutionervi-
ronmentasa Site Theclosestanalogyto an MStreamis a mobile active mailbox. A mailbox, like anMStream
hasa globally uniqguename.MStreamsprovide a FIFO ordering,ensuringthat messageare consumedrom
MStreamin thesameorderasthey aresenttoit. UsuallymailboxesarestationaryMStreamspntheotherhand,
have the ability to move from Siteto Site dynamically Usually mailboxesarepassie. In contrastmessagear-
rival at an MStreamcan trigger the concurrentexecution of messageonsumptionevent handlers(Append
Handlers). Suchhandlerghatareregisteredwith the MStreamprocesshe messag@ndcansendmessaget
otherMStreams.

An AGNI distributed systemconsistsof one or more Sites A collection of Sitesparticipatinga distributed
applicationis called a SessionEach Site is assigneda Location Identifier that uniquely identifiesit within
a given SessionNew Sitesmay be addedandremoved from the Sessionat ary time. An MStreammay be
locatedon, or moved to ary Sitein the Sessiorthatallows it to residethere.MStreamsmay be openedike
socletsand messagesent(appendejlto them.Multiple eventhandlersmay be dynamicallyattachedfo and
detachedrom, anMStream Handlersareinvokedon discretechangesn systenstatesuchasmessagéelivery
(append)MStreamrelocationsnen Handlerattachmentsew Site additionsandSitefailures.
Handlerscancommunicatavith eachotherby appendingnessage® MStreamsThesemessagearedelivered
asynchronouslyo the registeredAppendHandlersin the sameorderthat they wereissued®. A messagés
delivered at an MStreamwhen the Append Handlersof the MStreamhasbeenactivatedfor executionasa
resultof themessageA messagés consumedvhenall the Appendhandlersof the MStreamthatareactivated
asaresultof its delivery have completedexecution.

An applicationbuilt on our systemmay be dynamicallyextendedandre-configuredn seseralwayswhile it is
in execution(i.e., while therearependingun-delveredmessages}irst, an Agentcandynamicallychangethe
handlerst hasregisteredfor a given Event. Secondnew Agentsmay be addedandexisting Agents(andtheir
handlersyemoved for an existing MStream.Third, nev MStreamsmay be addedandremoved. Fourth, new
Sitesmay be addedandremoved, andfinally, MStreamsmay be moved dynamicallyfrom Siteto Site. These
changesnay berestrictedusingresourcecontrolmechanismshataredescribedn greaterdetailin our earlier
paper[13].

All changesn theconfiguratiorof anMStream suchasMStreammaovementnewv Agentadditionanddeletion,
andMStreamdestructiorare deferreduntil thetime whenno Handlersof the MStreamareexecuting.We call
thistheAtomicHandlerExecutiorModel Messagelelivery orderis presereddespitedynamicreconfiguration,
allowing boththe senderndrecever to bein motionwhile asynchronousmessagearependingdelivery.

3 By asynchronouselivery we meanthatthe sendercancontinueto sendmessageevenwhenpreviously sentmessagebave
notbeenconsumedSynchronouslelivery of messages supportedasanoptionbut asynchronoudelivery is expectedo be
thecommoncase We do not discusssynchronouslelivery in this paper



2.1 Requirementsfor Reliable MessagePassingBetweenAgents

When one needsto provide reliable in-order end-to-endcommunicationsthe first issueto be addresseds

"Can we usethe existing TCP ?” We arguethat highly Mobile Agent systemamposeuniquecommunication
requirementghat are not easily addressedby conventional TCP. In particular:(1) Agentsneedthe ability to

detectandrecover from failuresin the end-to-endransportmechanismif we usecornventional TCP andthe

Site where a recever is locatedfails, the senderwould have no idea of what paclets have beendelivered.
To accommodatéor this, we would have to build applicationlevel protocolsthat addresgeliability beyond

the existenceof a single TCP connection.(2) Agentsneedto communicatewhile moving from machineto

machineand TCP doesnot handlemoving endpoints Evenin mobile TCP [1], the communicatiorstackand

the connectionstateremainsfixed to a given machine- only the paclets arere-routedasthe machineamove

around Mobile Agents,ontheotherhandaremobileapplicationsWhentheapplicationmoves,theconnection
hasto move. (3) Agentcommunicationsieedto be optimizedfor mobility. If we addressedhobility by creating
new TCP connectiongo eachlocationan Agent visited, we would suffer the connectionsetupcostfor each
move andtheinability to transmitto Agentswhile they arein motion.In ourwork, we adoptmary of thedesign
featuresandmechanismsf TCR but embodythemin a UDP-basedgrotocolthataccommodatelighly mobile

end-pointsandextendedreliability semanticandwe describeour protocolin the next section.

2.2 A Sliding-window Protocolfor Reliable Agent Communication

Within our AGNI framework, messagearesentto MStreamsusinganin-ordet sendeireliabledelivery scheme
built ontop of UDP. All messageareconsumedn the orderthey areissuedby the sendedespitefailuresand
MStreammovementsWhenthe targetof a messagenoves, messagethathave notbeenconsumedave to be
deliveredto the MStreamat the new Site. Therearetwo stratgiesonemayconsiderin addressinghis problem
(1) Forward un-consumedanessagefrom the old Siteto the new Site or (2) Re-delver from the sendetto the
new Site. Forwarding message$dassomenegative implicationsfor reliability and stability. If the Site from
which the MStreamis migrating dies before buffered messagetave beenforwardedto the newv Site, these
messagewill belost. Also, if the target MStreamis moving rapidly, forwardingwill resultin un-consumed
messagebeingretransmittedseveral timesbeforefinal consumptionHence we followedthe secondstrateyy.
In our system the senderbuffers eachmessagauntil it recevves notification that the handlerhasrun andthe
messagéasbeenconsumedre-transmittinghe messagen time-out.

In our systemwhenan MStreammoves, it takesvariousstateinformationalongwith it. Clearly, thereis an
implicit movementof handlercodeandAgentexecutionstate but in addition,the MStreamtakesa statevector
of sequenc@umbersThereis aslotin this vectorfor eachlive MStreamthatthe MStreamin motion hassent
message® or receved messagefrom. Eachslot containsa sent-recaied pair of integersindicatingthe next
sequenc@&umberto be sentor receved from a given MStream.This allows the messagingodeto determine
how to stampthe next outgoingmessager what sequencenumbershouldbe consumedhext from a given
sender

Our protocol usesa sliding-windav acknavledgementmechanismsimilar to thoseemplo/ed by TCP. The
senderbuffers un-acknavledgedmessageandcomputesa smoothedestimateof the expectedround-triptime
for theacknavledgmento arrive from therecever. If theacknavledgmentdoesnotarrive in theexpectedime,
the senderre-transmitshe messageThe sendekeepsa transmitwindow of messagethathave beensentbut
not acknavledgedby the recever andadjuststhe width of this window dependingiponwhetheran ACK was
receved in the expectedtime. The recever keepsa receptionwindow thatit adwertisesin acknaviedgements.
The sendertransmitwindow is the minimum of the receptionwindov andthe window size computedby the
senderAs in TCP, thesendemusesACKs asaclock to strobenew pacletsinto the network. WhenanMStream
moves,a LocationManager is informedof its new location.Message$rom senderghatare pendingdelivery
to the MStreamthathasmoved usethe informationstoredby the LocationManagerto re-sendmessaget its
new location.Theslow startalgorithmis adaptedrom the TCP andis asfollows:

— Eachsendemhas,aspartof its mobile state informationpertainingto eachMStreamthathasbeenopened
by its Agents.This stateinformationincludesa buffer of messageshat hasbeensentbut not acknavl-
edgedasendercongestiorwindow for eachrecevercwnd[ r ecei ver] andapairof sequencaumbers
correspondingo the next messagéo sendto (or receve from) agivensendei(or recever).

— Whenstartingsetcwnd[ r ecei ver] to 1. Whentherecever hasbeendetectecashaving moved by the
sendersetits correspondingongestionwindow to 1. Whenalossis detectedi.e. senderACK doesnot
arrive in the estimatedround-triptime or a NAK arrivesfrom the sender) halve the currentvalue of the
congestiorwindow.



— For eachnew ACK from arecever, increaseghe sendersongestiorwindow for therecever
(cwnd[ r ecei ver] ) by oneuntil thesendetestablisheagnaximumor themaximumad\ertisemenbf the
receveris reached.

Besidedntegrationwith the LocationManagerwe departfrom TCPin anotherimportantregard- therecever
sendsan acknavledgemenfor a messagenly after the handlerhascompletedexecutionat the recever. We
adoptthis strategy for two reasong1) if the recever moves while thereare still un-consumedut buffered
messagesthe site from which the move originatedmay electto discardthesemessagesnd the senderis
responsiblefor retransmissiorand (2) if the recever site fails before buffered messagesire consumedthe
sendemhasto detectthis occurrencandre-transmitun-consumednessages.

While we have describedur basicmechanisnfor reliability andmobility, thereare several performanceand
scalingguestionghatneedo beaddressedtthis point. First,how doestheefficiengy of movementnotifications
affecttheperformancef messageelivery?Secondhow doesthereceverwindow getestablishedThird, what
do we do with pacletsthataresentto locationswherea recever doesnot reside Ve examinethe answerdo
thesequestionsn the sectionghatfollow by usinga simulationstudies.

3 Simulation Approach

Estimatingthe detailedbehaior andperformancef a distributedsystemis difficult. Thereareseveraldegrees
of variability andtheinteractionbetweerphysicaleffectsis oftendifficult to determineln orderto evaluateour
algorithmsunderavariety of conditionswe constructed detailedsystenmsimulationusinganin-situapproach.
This approachwvrapsa simulatedervironmentaroundthe actualAGNI systemandapplicationcodeusingthe
CSIM [14] simulationlibrary. We replacethreadcreationssemaphoréocking andmessagsendsandreceves
with simulatedversionsof these but leave the restof the codeunmodified.We insertedsimulateddelaysinto
the codeat variouslocationsand tunedthesewith the goal of matchingreal and simulatedperformanceor
variousparametersf interestOnecangeta goodideaaboutwhich systendelaysaresignificantby looking at
the gprof executiontraceof the actualsystem.The simulationcontainsotherparametershathave beentuned
sothatthe simulatedperformancenatchegheactualperformancef the systemWe adjustedheseparameters,
using experimentaldataso that the messagdateny and paclet drop percentageof the real and simulated
systemganatch.We first gatheredhe experimentaldataby runningthe systemon a testbedof machinesNext,
we ran a geneticalgorithmon the simulationto adjustthe simulationtuning parameterso that the output of
the simulationmatchedthe actualsystem We repeatedhis exerciseover a rangeof scenariogo increasehe
confidencdevel in our simulation.

Figure 1 shavs anexampleof the fit betweernreal and simulatedsystemdor the two quantitiesof interestin
this paperwhich are: (1) the ratio of pacletssentto the pacletsdeliveredwhich is a measureof the paclets
lostin transitand(2) the averagetime to consumea paclet which is ameasuref thethroughput.
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4 Performance Analysis of Basic Protocol Mechanisms

Thereliablepeerto-peemrotocolachieresits efficiengy throughpipeliningmessag@roductionwith the delay
causedy of thelink andmessageonsumptionlt is importantto characterizevhathappensvhenthe system
is re-configuredand the pipeline is broken as a result of Agent motion. In our simulation,the systemand
applicationare characterizedy : (1) MessageProduction Time: Time taken to producea messagéy the
sendef themessagé2) MessageConsumption Time: Time takento consumehemessag®y thehandlerat
therecipient.(3) Link Latency: Time thatthemessagspendson thewire” beforeit reachesherecipient.(4)
Drop percentage:To keepthe modelsimple,we assumea uniform randomdrop model.Pacletsaredropped
atrandom,at a fixed probability, accordingto a uniform distribution. (5) Location Tracking Latency: Delay
in reportingthelocationof an MStreamincurredby the LocationManagemeninfrastructure.

4.1 The Importance of Efficient Location Tracking

If multiple Mobile Agentsare to cooperateby sendingmessage$o eachother therehasto be a meansof

trackingwherethe Agentsresideso that they canfind eachother efficiently. The supportneededor this is

similar to the Domain Name Service(DNS) for IP. However, thereareimportantconsiderationgo be taken
into accounthatdo not presenta problemfor arelatively staticworld suchasthe oneaddressethy the DNS.

A designissuethat needsto be considereds propagatiordelay of locationinformation. The DomainName
Servicein IP is hierarchicallystructuredwhich givesit greatscalability However, the hierarchicalstructure
could imply a greaterlateng for answeringlocation queries.In the context of highly mobile systemsthe
capabilitiesandtheresponsienes®f name-to-locatiomappingservicesareof criticalimportancen thedesign
and performanceof Agent communicationprotocols.In this section,we examinethe interactionof location
trackingmechanisnwith our protocolfor reliablemessagingmongMStreams.

We assumethat applicationscan be dynamically reconfiguredat ary time resultingin situationswith both
the senderandrecever moving while therearestill pending,un-delveredmessagedn our design,whenan
MStreammoves,a LocationManageris informedof the new Site wherethe MStreamwill reside.This infor-

mationneedsto be propagatedo eachAgentthathasopenedhe MStream.Threenatificationstratgieswere
considered(1) alazy strateyy wherethe propagatiorof suchinformationis deferredandmadeavailableon a
reactive basisby informing sendersftertheir next attemptto transmitto the old location,(2) aneagerstratgy

wherethe LocationManagerinformsall sitesaboutthe nev MStreamlocationby disseminatinghis informa-
tion via multicastor multiple unicastmessageand (3) a combinedstratgly which informs all senderson an
eagerbasisandredirectsmisdirectednessages the needshouldarise.

In our protocol, the senderexpectsto get an acknaviedgementback from the target location for a given
messagen 1.5 times the expectedround-trip time. The estimatedround-trip time is computedby keeping



a running estimateof expectedround trip time to eachtarget site for eachopen MStreamand recomput-
ing it on eachacknavledgementusing a smoothingestimatorsimilar to the oneemplo/ed by TCP[6] (i.e.
RTT; = RTT;—1 + a * MeasuredRTT ). As in TCP, we usean «a valueof 0.75. The expectedround-trip
time includesthetime for the handlerto run asthe acknavledgemenbnly returnsafterthe handleris executed
atthetargetMStream.If the acknavledgementloesnot arrive in the expectedtime, the senderattemptsa re-
transmissiorof the messageThis is re-triedk (currentlysetto 3) timesbeforethe sendeisendghe messageo
theLocationManagetto beforwardedto thenew destinatiorfor the MStreamanddropsits congestiorwindow
cwnd[ r ecei ver] to 1. The LocationManagerforwardsthe messageo the currentSite wherethe recever
residesandsendsa notificationbackto the sendelinforming it aboutthe new locationof therecever. Boththe
combinedandthelazy schemesdoptthis forwardingstrategyy. However, in the combinedschemein addition
to this forwardingservice the LocationManagerinforms all Sitesthat have an openMStreamhandlefor the
MStreamin motion,immediatelyassoonasa movementtakesplace.

Locationupdatemessagesanbe delayedin transit,or lost. The delayin locationnotificationsis importantto
considerasit affectsthe performancesf messagelelivery in highly mobile systemsWe have a classiccaseof
scalabilityversusresponsienessandit is importantto studythe effect of this tradeof to determinethe costof
scalablestructuresNote thatwe do not rely on the Sitespropagatindocationinformationthemselesfor two
reasons (1) the Sitesareassumedo be unreliableandthelinks arelossysothelocationupdatemessagenay
belostandneverreachthesenderg?2) if multiple Sitesaresendingocationupdatenformation,theinformation
may beout of syncandleadto instability for rapidly moving targets.

Ourfirst simulationscenarianvolvesa singlesendermnda singlerecever thatis moving randomlybetweera
setof locations.The sendersendsmessageto the recever who movesafterm messageslhe recever moves
round-robinbetweenl 0 locations.Eachtime the recever moves, the locationmanageisendsa notification of
the move to the sendersWe examinethe effect of delayingthis notificationon the averagetime to for each
messagandon thenumberof retransmissionpermove. We presentheseresultsfor two cases a perfectlink
with no lossandalossylink with 5% dropin the Figure 3. The interactionsbetweerthe variousmechanisms
area bit morecomplex thanone might expectat the outset.For example,notethatin the caseof the rapidly
moving endpoint{move intenval of 5) the sendemwindow never getsachanceo openup sothereis no message
pipeline. As the receve window never getsfilled, fewer messageget droppedat the recever. The message
drop percentagearethuslower thanin the othercasesasno messagearedroppedwhenthe receiver moves-
especiallywith thelow locationlatencies.
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Fig. 3. Effect of locationlateny on messagedroppedper move. Early messagearecachedor 1 secondattherecever. The
senderemaingfixed. Themoveintervalis the numberof messagepermove of therecever.

As may be obsenred, with the TCP-like sendereliable protocol,locationlateny hasa significantimpacton
messagealrop when the MStreamsmaove frequently When an MStreammaoves, the sendergget notification
of the new location of the MStream.If move notificationto senderss delayed,the pipelineis broken for a
longer period of time and hencethe receiver remainsidle. The senderhasto transmitits full window to the



new locationagainwhenthe recever hasarrived. This effectis illustratedin Figure 4 which shavs the effect
of differentpropagatiordelaysof the LocationManageron the sequenceumbersf the messagesentby the
senderandconsumedy therecever. Theeffectis asexpected A higherlocationlateng resultsin the pipeline
beingdisruptedfor alongerperiodof time andhencegreatelossandreducedoerformance.
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Fig. 4. The top figure shavs the sequencaumberof senderandreceier with a locationlateny of 0.1 sec.andthe bottom
figure shavs sequenc@umbersof senderandreceier with alocationlateny of 1.0 secondsSendelis producinga message
onceevery 0.01secondsindtherecever handlerrunsfor 0.001secondsLink lateng is 0.01secondsThe effect of increased
pipelinedisruptionwith higherlocationlateng is evident.

4.2 Caching Mis-delivered Messages

When a move notification is receved, the senderstartstransmittingmessageso the new location for the
MStream.Note thatthe MStreammay not have arrived at its new site by the time the sendeiis notified. One
interestingdesignissueis whatto do with the paclets that arrive at a site prior to the arrival of the recev-

ing MStream.The simpleststrategy is to drop the paclets, but in highly mobile systemsptheroptimizations
may resultin betterperformancelf thetametSite of the move holdson to early pacletsfor sometime before
discardingthem, the MStreammay arrive in that time and successfullyconsumethesepaclets. This simple
optimizationhasa significanteffect on performanceascanbe seenin Figure 5. As expected the benefitfrom



this optimizationdisplaysa stepbehaior. After athresholdholding pacletsfor additionaltime doesnotyield
greatebenefitasthe pipelinestanation effect causedy the move is alreadymasled beyondthis threshold.
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Fig. 5. OpportunisticCaching- Sendeiis producinga messagevery 0.005secondsindrecever is consuminga messagevery
0.001secondsLocationlateny is 0.5secondsThe connectionsoss-free.

The sequenceiumberplots of the senderandrecever shavn in Figuresé illustrate someinterestingeffects.
In thetop figure, thereis no cachingof paclets. The pipelineshawvs stanation afterthe move. This effect can
be explainedby consideringvhathappengo the sendbuffer right afterthe move. As previously describedthe
senderretransmitsa paclet 3 timesto therecever andif it doesnotreceive anACK in thatinterval it sendghe
paclet to the locationmanageffor forwardingand shrinksits sendwindow down to 1. If the recever simply
discardseachpaclet, the systemgoesinto a statewherethe senderis unableto increaseats sendwindow as
eachsuccessie paclet reachedts maximumcountandgetssentto the LocationManagerfor forwarding.On
the otherhand,if thetargetlocationholdson to the pacletsfor a while beforediscardingthem,this givesthe
receverachancdo consumdghemessagandsendanACK backto thesenderAs canbeseerfrom thebottom
two plotsin Figure6, the pipelineis lessseverely disruptedby cachingthe pacletsratherthanimmediately
discardinghemaftera move andhencethethroughputs significantlyimproved.

This experimentillustratesa larger problemof stability of sucha protocol. As this exampleshaws, without
damping,the systemcanbe driveninto a stateof stanation. By addingbuffering at the recever, whatwe are
doingis dampingthe systemandthis leadsto quicker re-stabilizatiorof the pipelineanda consequernitproved
throughput.

Our experimentsndicatethata hold time of twice the expectedrelocationtime of therecever is anadequate
holdtime.In thefollowing sectionwe implementa cachingstrategy with a hold time of 1 secondvhichis well
above this limit.

4.3 Optimizing the Recever Window Advertisement

In TCR, therecever adwertisesawindow thatis usedto computethe sendemwindow size.Therecever window

sizeisthead\ertisedbuffer sizefor therecever. Thelargerthiswindow, thegreatethepossibleoverlapbetween
senderastherecever is ableto buffer thesemessagewhile the sendemproducesmore.If the recever moves
aroundfrequently in our protocol,the message the receve window of the recever arediscardecandthe

recever reliesonthe sendeto retransmithesepacletsto the new site.

Figure 7 shavs theeffect of recever window sizesonthepacletdropandthe averagedelivery time perpaclet.

We kepttherecever window sizesconstanfor this experimentAs theplotsshaw, it is moreefficientto have a
smallreceverwindow adwertisementparticularlywhenthereceveris moving aroundfrequently If thewindow

sizeis settoo large, the performancedegrades Our experimentsindicatethata window size setequalto the
expectedmove frequeng works well andwe are experimentingwith a dynamicschemewherethe recever

window adwertisements relatedto the move frequeng.
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4.4 Handling Failures

Our protocolensureshat messagearedeliveredin orderto the recever despitefailure of the site wherethe
recever is located.The mechanisnworks asfollows. MStreamare assigneda reliable Failure Manager Site.
TheFailure Managerhasa copy of the MStreamAgentcode,andhasknownledgeof the currentSitesthathave
openedheMStream Failureaoccurswhena Sitedisconnect$rom its Failure ManagerWhena sucha failure
occurseachof the MStreamdocatedat the Site that hasfailed areimplicitly relocatedo its Failure Manager
Sitewhereits Failure Handless areinvoked. Failuresmay occurandbe handledat ary time - includingduring
systemconfigurationand reconfigurationlf the Site housingan MStreamshouldfail or disconnectwhile a
messages being consumedor while there are messageshat have beenbuffered and not yet delivered, re-
deliveryis attemptedtthe FailureManagerTo ensurén-orderdeliveryin thepresencef failuresthemessage
is dequeueatthesendeonly afterthe AppendHandlers attherecever have completedxecutionandthe ACK
for themessagdasbeenrecevedby the sender

After a failure hasoccurredat the site wherean MStreamresides a failure recovery protocolis initiated at
the Failure Managerthat re-synchronizesequencaenumbersbetweenall Agentsthat have openedthe failed
MStream.The sequencenumbervector for the failed MStreamis reconstructedy queryingeachpotential
senderfor its next expectedsequencenumber We assumethat the Sitesbeing queriedmay fail while this
processs ongoingbut thatthe Failure Managersiteitself remaingreliable.

5 RelatedWork

Therearetwo otherefforts in Mobile Agentcommunicatiorthatarecloselyrelatedto our efforts. Murphy and
Picco[8] presentaschemdor communicatiorin Mobile AgentsystemsOurwork differsin from this scheme
in the following respects(1) We have assumedhat lossesandfailuresare possibleon the network. (2) We
have awindowed schemaewith sendetinitiatedretransmissiofor pointto point messagethatis fundamentally
differentin its operationthantheirs.(3) Their schemeworks for both multicastandunicast.Oursworks only
for unicast.

Okoshi et al. describea mobile soclet layer which is similar to our work and presentdetailsof their model
in [9]. Our schememostresemblegheir Explicit Redilection scheme However, the focus of our work is
differentfrom theirs. They have presented formal protocoldescriptionwhile we have concentrateanoreon
performancendtuningaspectasthey relateto mobility.

Mobile IP addressethe issueof globalmobility [10]; thatis, re-routinglP pacletsto nomadicmachinesOn
this infrastructureareliableprotocolsuchasmobile TCP may be built. Mobile TCP [1] addressea different
setof goalsthanthe oneswe aretrying to achiese. In the caseof Mobile TCR, the protocolstackremainsfixed
while themachinen which the protocolstackexecutesnovesaround.IP pacletsareredirectedo themachine
via mobileIP. In our casethe protocolstackitself is mobile.

In contrastwith systemssuchasAgent Tcl [5] and Sumatra[12] we do not supportstrongmobility, defer
ring migrationsto HandlerboundariesOur local event-modelis very similar to commercialsystemssuchas
Agelets[7] andVoyager[4], with eventsbeingtriggeredby local changesn statesuchas messagarrivals,
MStreamarrivals anddeparturesGlobal eventsaretriggeredby changego the stateof the distributedsystem.
Thebasicmechanismandcommunicatiorabstractionshatwe definearesuficientto build moresophisticated
mechanismsuchasthosesupportedy Mole [16, 2].

While we shareseveral similaritieswith the systemsmentionecabore, our communicatiorschemediffers sig-
nificantly from thoseemployedby thesesystemsSpecifically we do notemploy forwardingpointersto redirect
messageffom the homelocation.MStreamseedto rendezwousat a Siteto communicatenor do we emplgy
RPCor rendezwous.In their examinationof Mobile Agent CommunicatiorparadigmsCabriet al. [3] argue
thatdirectco-ordinationor messag@assingetweerMobile Agentsis notadvisableor thefollowing reasons:
(1) the communicatingMobile Agentsneedto know abouteachothersexistence(2) routing schemesnay be
comple andresultin residualinformationat the visited nodesand(3) if Mobile Agentsneedto communicate
frequentlythey shouldbe co-locatecaryway. They suggesblack-boardingstyle of communicatiorfor Mobile
Agents.They alsonotethatdirect messaggassinghasthe advantageof beingefficient andlight-weight. We
concurwith their commentdor free-roamingdisconnectedgentsbut we have targetedour systemtowards
distributedinteractingsystemgatherthandisconnecteperationsandhave presented protocolfor one-vay
reliable messag@assingthatwe feel is appropriateand efficient for this classof applicationsWe agreewith
the obsenation by Cabriet al. [3], that forwarding messagesvhen Agentsare rapidly moving canresultin



messagetraversingthe visited locationsand effectively chasingthe moving Agentaroundover several hops
beforebeingfinally consumed.

Locationmanagemeris animportantdesignissuein Mobile PCStracking.Mobile PCSlocationmanagement
stratgiesattemptto minimize the latengy of locatingthe mobile PCS.A commonschemeusesa simpletwo-
level hierarchywith a homelocation that has currentknowledge of the location of the user More scalable
schemesiseamulti-level hierarchy[11]. Asin oursystemthereis atrade-of betweerscalabilityandresponse
time.

vanSteeretal. [17], presentiglobalmobileobjectsystenrcalledGlobethathasascalablehierarchicalocation
managerThis systemis suitablefor slow moving objectssuchasthoseassociatedvith peoplemoving around
from onelocationto anotherHowever, Mobile Agents,canin generalmove muchmorerapidly andaswe have
shawn in this paperlateny of locationmanagemens animportantfactorcommunicatiorefficiency.

6 Conclusions,Limitations and Future Work

In this papemwe presenteénapplicationlevel, modifiedsliding window protocolfor which functionsmuchlike
TCR but is ableto handlesomespecialrequirement$or Mobile Agentsystemsuchasstackmobility, siteand
link failuresandrapid re-configurationWe examinedthe effects of differentlocationmanagemenstratgies
andin particularpresentedhe effect of the lateng of locationresolution.Our conclusiondrom this studyare
asfollows: (1) The LocationManagermlaysa key role in communicatiorefficiency of areliable protocolfor
Mobile Agents.For our simulations,a combinedlocationpropagatiorstratgyy worked betterthanalazy one.
(2) In ahighly dynamicervironmentwhereAgentsarefrequentlymoving aroundandsendingnessage each
other earlymessageshouldnotbeimmediatelydiscardedWe foundthatholdingmessagefor severalseconds
for possibledeferredcconsumptioraidedthe protocolby reducingthe numberof re-transmission€Examination
of messagéracesrevealedthat this improved performancewnas becausebuffering masksthe propagatiorof
location and other information as the systemis being dynamically reconfiguredand allows the pipeline to
continueto functionwhile theseactionsaretakingplace (3) Receverwindow sizehasasignificanteffectonthe
protocol.A big receive window causesigherlosseshecausenessages thewindow arediscardecn move.
Too smallareceve window reduceshroughputasno overlapis possible A stratgy thathasshovn promise,
but thatwe needto examinefurtheris to allow the recever to setthe receve window to equalthe numberof
messagebetweemmoves. This recever adwertisements adjusteddynamically basedn consumptiorrate.

It maybe notedasaweaknessn our approachthatthatwe have assumed reliable,highly availableLocation
Managerand Failure Managey wheresomestateis centralized Both the Location Managerand the Failure
Managemaybereplicatedor reliability andthemessagingrotocolremainsunchangedhowever, therewould
be additional protocol compleity to dealwith failuresof theseSitesthemseles when failure handlingand
motion is taking place. The stratgy of sendingan acknavledgementonly after the AppendHandlerat the
recever hascompletedexecutionhasa possibleshortcomingi.e. if thetime for for which the appendhandler
runsshavs a greatdegreeof variability, the retransmitimer of the sendemwill not converge. We areassuming
thatthe AppendHandlerthatrunson messageonsumptionrunsfor afinite intenal of time anddoesnot shav
extremevariability, which arereasonabl@ssumptiongor the of the typesof reactve distributedtestscripting
ervironmentsfor which we aretargetingour systembut maynothold for othersystems.

We have also implementeda simulation of a simplified versionof ScalableReliable Multicast for Mobile
Agents.We deferpresentingthe detailsof this protocolto a future work. We hopethat our implementation
andsimulationervironmentwill be usefulfor othersdesigningalgorithmsandapplicationsfor Mobile Agent
systemsaandwe malke it availablefor public downloadfrom http://wwwantd.nist.gw/itg/agni or via email.
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